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Abstract—GNSS/GPS is a positioning system widely used
nowadays in our lives for real-time localization in Earth. This
technology is highly vulnerable to spoofing/jamming attacks
caused by malicious intruders. In the recent years, commodity
and low-cost radio-frequency hardware have been used to
interfere with the legitimate GPS signal. Existing spoofing
detection solutions use costly receivers and computationally
expensive algorithms which limit the large-scale deployment. In
this work we propose a GNSS spoofing detection system that can
run on spectrum sensors with Software-Defined Radio (SDR)
capabilities and cost in the order of 20 euros. Our approach
exploits the predictability of the Doppler characteristics of the
received GPS signals to determine the presence of anomalies or
malicious attackers. We propose an artificial recurrent neural
network (RNN) based on Long short-term memory (LSTM)
for anomaly detection. We use data received by low-cost SDR
receivers that are processed locally by low-cost embedded
machines such as Nvidia Jetson Nano to provide inference
capabilities. We show that our solution predicts very accurately
the Doppler shift of GNSS signals and can determine the
presence of a spoofing transmitter.

I. INTRODUCTION

Global Navigation Satellite System (GNSS) is a system
that provides geo-spacial positioning based on the satellite
constellation orbiting the Earth. The best known deployment
is Global Positioning System (GPS) that provides time and
geolocation information to GPS receivers as long as at least
4 GPS satellites are visible. GPS is widely used nowadays
for both civil and military purposes. GPS is integrated on-
board of aircraft, ships, probes, cars, smartphones, rescue
systems, autonomous vehicles, drones, etc. Any disruption
or malfunction could lead to serious problems for civil and
military applications. In recent years, there has been high
concern about the security of GPS signals, since it has been
demonstrated that GPS is vulnerable to spoofing/jamming
attacks where attackers can introduce fake gps signals [1]
in the channel. Sophisticated and planned attacks to the GPS
receivers can destabilize the economy of a country, besides
endangering human lives. 5-days of GPS disruption could
have an economical impact of 4.5 billion euros [2].

Intentional or non-intentional GPS attacks are not anymore
a theoretical threat since during previous years real situations
occurred in different contexts. An airport close to New
Jersey (USA) could not operate for some hours due to GPS
disruptions caused by an illegal GPS jamming device located
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Fig. 1. A GNSS spoofing attacker can compromise wireless communications
by impersonating the legitimate signal and affecting nearby infrastructures.

in a vehicle, with main purpose of hiding the real position of
the vehicle to the fleet tracking system installed in the vehicle
itself. In June 2017, in the Black Sea area, more than 20
different vessels reported GPS malfunction since all of them
were getting the GPS position with 25 nautical miles off. All
ships were getting exactly the same location, an indicator
that most probably they all were affected by a massive GPS
spoofing attack. More recently, in July 2019, a probable
GPS attack took place in the maritime port of Shanghai1

where more than 100 vessels were affected by reporting
wrong location. In the military context, some countries have
reported that they were suffering jamming/spoofing GPS
attacks during their military exercises2.

Fig. 1 illustrates at high level how a GPS attack can
be performed. The malicious attacker only has to generate
and transmit a fake GPS signal in the channel so that the
power received in the target area is sufficiently higher than
one received from the GPS satellite(s). In this way, the
GPS receiver will take the fake signal as the legitimate one
(GPS spoofing). This is easily plausible nowadays thanks
to the quick rise of commodity and low-cost Software-
defined radio (SDR) transceivers. For less than 300 euros
is possible to acquire a full equipment of antenna and SDR

1https://www.technologyreview.com/s/614689/ghost-ships-crop-circles-
and-soft-gold-a-gps-mystery-in-shanghai/

2https://edition.cnn.com/2018/11/14/politics/russia-nato-
jamming/index.html




