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Abstract. This work, using a game-theoretic approach, considers
Internet-based computations, where a master processor assigns, over the
Internet, a computational task to a set of untrusted worker processors,
and collects their responses. In particular, we consider a framework where
altruistic, malicious, and rational workers co-exist, the communication
between the master and the workers is not reliable, and that workers could be unavailable. Within this framework, we design algorithmic
mechanisms that provide appropriate incentives to rational workers to
act correctly, despite the malicious’ workers actions and the unreliability
of the network.

1

Motivation and Prior Work

In [1], an Internet-based master-worker framework was considered where a master processor assigns, over the Internet, a computational task to a set of untrusted
worker processors and collects their responses. Three type of workers were assumed: altruistic, malicious, and rational. Altruistic workers always compute
and return the correct result of the task, malicious workers always return an
incorrect result, and rational (selfish) workers act based on their self interest.
In other words, the altruistic and malicious workers have a predefined behavior:
the first are honest and the latter are cheaters (they do not care about their utilities). Rational workers decide to be honest or to cheat based on which strategy
would increase their utility. Under this framework, a game-theoretic mechanism
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was designed that provided necessary incentives to the rational workers to compute and report the correct task result despite the malicious workers’ actions.
The design objective of the mechanism is for the master to force a desired Nash
Equilibrium (NE), i.e., a strategy choice by each rational worker such that none
of them has incentive to change it. That NE is the one in which the master
achieves a desired probability of obtaining the correct task result, while maximizing its benefit. The utility of the mechanism was demonstrated by applying
it to two paradigmatic applications: a SETI-like volunteer computing system
and a contractor-based system, such as Amazon’s mechanical turk. This work
has not considered the possibility of network unreliability, which is a factor that
cannot be ignored in Internet-based computations [2].

2

Contributions

This work extends the master-worker framework of [1] by additionally considering the possibility that the communication between the master and the workers
is not reliable. That is, we consider the possibility that messages exchanged may
get lost or arrive late. This communication uncertainty can either be due to
communication-related failures or due to workers being slow in processing messages (or even crashing while doing so). For instance, Heien at al. [2] have found
that in BOINC only around 5% of the workers are available more than 80% of
the time, and that half of the workers are available less than 40% of the time.
This fact, combined with the length of the computation incurred by a task [3],
justifies the interest of considering in the Internet-based master-worker framework the possibility of workers not replying. In order to introduce this possibility
in the framework, we consider that there is some positive probability that the
master does not receive a reply from a given worker. Since it is now possible for
a worker’s reply not to reach the master, we additionally extend the framework
of [1] by allowing workers to abstain from the computation. Imagine the situation where a rational worker decides to compute and truthfully return the task
result but its reply is not received by the master. In this case the master provides
no reward to the worker, while the worker has incurred the cost of performing
the task. Hence, it is only natural to provide to the workers the choice of not
replying, especially when the reliability of the network is low. This makes the
task of the master even more challenging, as it needs to provide the necessary
incentives to encourage rational workers to reply and do so truthfully, even in
the presence of low network reliability.
Within this extended framework, we develop and analyze two game-theoretic
mechanisms, a time-based mechanism and a reply-based one, that provide the
necessary incentives for the rational workers to truthfully compute and return
the task result, despite the malicious workers’ actions and the network unreliability. Furthermore, we apply our mechanisms to two realistic settings: SETIlike volunteer computing applications and contractor-based applications such as
Amazon’s mechanical turk. Full details can be found in [4].
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